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Across

6. Once used to describe a clever programmer, now refers 

to someone who tries to break into computer systems that 

belong to others

11. Authorized ____: A member of the St. Charles 

workforce who has a legitimate need and has been 

authorized to access confidential information solely for and 

on behalf of St. Charles

12. Software programs that protect your computer from 

Internet viruses or malicious code

16. A type of malware designed to block access to a 

computer system or data until a sum of money is paid

18. A piece of digital information generated by a web 

server and saved in your computer after visiting a website

23. A small update released by a software manufacturer to 

fix bugs in existing programs

24. Don't click on _ _ _ _ _ within emails from an unknown 

or untrusted source

25. Emailing victims to trick them into voluntarily giving 

up their confidential information

27. Software that forms a barrier between a computer and 

the outside world to prevent intrusion

28. Never share this with anyone, anytime, and never use 

the same one at work as you do for personal use

30. Lock your _ _ _ _ _ _ _ _ and mobile phone when not in 

use

31. Process of encoding a message so that only authorized 

people can read it

Down

1. The _ _ _ _ _ _ _ _ _ _ Use Policy applies to St. Charles 

caregivers who are provided access to St. Charles resources

2. #_ _ _ _ _ _# - The macro that St. Charles uses to 

encrypt our outgoing confidential emails

3. A _ _ _ _ _ _ is a copy of an electronic record, 

maintained to protect the information from loss and often 

compressed to save space

4. Getting into an unauthorized area by following 

someone else

5. _ _ _ _ _ _ _ _ _ Identifiable Information is any data 

that could potentially identify a specific individual

7. The "S" in "_ _ _ _ _" stands for "secure" and indicates 

that communication with a webpage is encrypted

8. Set your computer to _ _ _ _ _ _ _ _ _ _ _ _ _ check for 

new software updates

9. A Personal Identification Number, commonly assigned 

to bank customers for use with ATMs and debit cards

10. A weakness of a system or facility holding information 

which can be exploited to gain access or violate system 

integrity

13. A program that records which keys a user presses

14. If you receive a suspicous email, the best thing to do is 

to _ _ _ _ _ _ the message

15. _ _ _ _ _ _ engineering refers to the methods attackers 

use to manipulate people into sharing confidential 

information

17. Protecting patient and caregiver information is our 

shared _ _ _ _ _ _ _ _ _ _ _ _ _ _

19. Chief Information Security Officer

20. Malicious software that is inserted into a system, 

usually covertly, with the intent of compromising the 

victim's data

21. Never post private and confidential _ _ _ _ _ _ _ _ _ _ 

_ such as your social security number or password

22. A malicious program that spreads by inserting copies of 

itself into other programs

26. Term given to health data created, received, stored, 

or transmitted by HIPAA-covered entities (abbr.)

29. Unwanted advertising that comes to your email 

address


